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5. ulgurenisusmsinnisanudesinumaluladansaume (IT Risk Management)
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6.2

ulsuren1sineanudiuaUaeaievaen1sAIUANNISIENALEUY (Access Control Policy)
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2.3
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6.3

ulgu1eNsINEIANULUAIUADAN 8RR Y ELAZIATDIRBNN LMD SLAIUY (Network and Server Policy)

1. Inguszasd

wetelidldnulasunsuimihivasanusuiiavevlumsldssuuneuinnesuazssuuiniatie

adla aaensuljuinuieidunisinvinsneinsuazdeyavesusdnliiduaudu
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2.1

2.2

2.3

24

25

HALATTUUADILUITEUUATOUNEANUNGLVBIUINITATAUVALALAINNGNVDI LTI 13U
Twunelu (Interal Zone) Tsunieuen (External Zone) Wudu Lielianansanunuuaz
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2.6

2.7

254

255

256

257

258

n1singsvuuinievienisluuin lnerunisssuudumeside dududed
N15a90 UM N0 (Login) wae s 09iin15Wa 91 § ud'udIn U (Authentication)
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wadieglofi (P Address) neluvesszuuiaietaneluveswism dndudesding
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Fosdnriunuiaszuuaietie (Network Diagram) Ssiiswazideniiuafiuveuwwn
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eSp e
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MerpuILAes (Log) iAnugnieduaraiunsasyyuisiiuanalanuwuinidsioluil

2.6.1

2.6.2

263
26.4

Asdaiudeyadsnasnisneuianes (Log) Miludeiiutayanaiuisasnw

A o '

ANUATUEIL gFBe We3e uagszyiayanaiididededananlduazdoyaiily
Tun1sdaiiu ﬁ'anﬂ"mum}gumwé’uiumﬁmi"lﬁw’fauua wail Hauaseuy
LiflesuaygmlunisudladoyaditAuinwly sndugnsrvasuszuumalulad
ASAUNAYEIUIEY (IT Auditor) Wieyanafiusuoumsng
Asimualiiin1siunnn1siuvesssuvuduinn1su U euvesl 19
(Application Logs) wagduiinseazidenvasszuudeanunisunsnu Judin
N1301-09n58UU Tuiinnsne1e13dd seuu Yuiinnislde1u Command Line
way Firewall Log 1udu iteusslevflunisldnynasunasfonfutuiindanam
othation 90 Tu tudausnisléumaduanas
msnsaeutuiinnsufifnuvesildnuszuvedsainane

Aoediisnsdesiunisudlaldsuntasiuiingss wazdrdndnsnisidadudin
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L‘WaqLLa%’ﬂmmmﬂaaﬂﬁwaﬁwumﬂm&JuaﬂmuLmeq famalul

2.7.1

2.7.2
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wiT8veIUTENITA oY T esveeuy miduatednualdnys ileveuyInN
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273 FBmislag fansnitrgieyanieszuuteyaldanssezlnadedldsunseuas
PnFUITMsnaluladansaume

274  nsdhgszuvainszeglng Jldnudesuanmdngiu stumaranieauT
Tumsanliunuiuusgnegiaiieane

275 Mt lgnusruuaeEunsigIlfiInuIINTTUuYRIuTEN

6.4 uleurgnissnwiausiuaslasnieveansadnelians (Wireless Policy)

1Y

L. ngUszasA
WafAmuANIATFIUNITAIVANNISIU AT UURTaYIelTaNe (Wireless LAN) Tnen1sinunansves
dldlunmsihfsssuulimngaumunihianusuiaveulunisu iAoy sauvsdimsmunudninig
Wiivegeadiate vl Jldszuudemiunisigaliinuainssuuinlasueugymangauaseuy
ieasuanuiuasasndveinisldnussuuiasedieliane

2. wuInUUalun1satuannisdiasssuuaIadielians

Hldaussuunsetiewuuliane (Wireless Policy) vasusniininiiuazanusulinvouidosu] v

il

2.1 nsfafsszuuinIergliany (Wireless) dasld fuoygrnduaisdnuaidnysain
Fadulynluudazsedyu wasdosivuasiansidliou iemuaudygavesgunsal
NIz (Access Point) Wi"ﬁlwaaaﬂuaﬂﬁuﬁwﬂwuizwLﬂ%@‘zjwﬁmaﬁaaﬁqm

22 hwldan (Usen) vigunsal Wireless sndndavidorlialdamuestuuien laidraudu Access
Point, Wireless Router, Wireless USB client ¥158 Wireless card

2.3 ity (User) 1Wa ad-hoc 38 peer-to-peer Network

2.4 nsdififtadutiymeyaelilinsiiass Wireless Iauaszuuduiiums deil

v £%

241  fquaszuusiesns Access Point (AP) Tushumsisiitmanzay Tagagiaana Access
Point i1 Firewall wazmndiausnduazdosnsduszuuadevisneluiiiu
Internal Network wag @ 0947 2N155USILaEN15.8159%a (Authentication,
Encryption) A2

242  T¥imuns1en1s MAC Address 7 anunsatdld Access Point bartanizia3 o
nowfine oy iniy wasmudorld (Usemame) wazsianu (Password)

aufimua bl dssuueseviel faneldegegnsies
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243 1WA suA SSID (Service Set Identifier) 7 g nrinunLduen Default 11910
15997UnARTUTA U1 Access Point 11149 u wazdosdaquant@nis Auto
Broadcast SSID 48362 Access Point A

2.4.4 ti;:@]LLﬁﬁzUU%zﬁaﬁL%SUﬂ’liaﬂ(gﬁ Wireless ei199n35uaziviuaeii Configuration
Tmnzan sastavin Check List gy Security Configuration

245  Wauasruud aanIvuaa 1 WEP (Wired Equivalent Privacy) %15 ® WPA (Wi-Fi
Protected Access) lun1sid13iadayasening Wireless LAN Client wagaunsal
nsvaednyan (Access Point) waradsfnuaAililiuansdesyuuiaiovislfans

2.4.6 QQLLaiwuéfaquﬂm_]LLahﬂﬁuﬂmﬂw?auﬂﬂamauamﬁiﬂé’%’uag@’]ﬂ%mu
szuuiaz evglfanglunsidngszuudunsile (ntranet) uazgudoyaniglusieg
YDIUTYN

247 fouasruuaslivenduisnieansauiinsisasuanusiunsUasadsvesszuy
wiotheldaneifionssnnasouuarsuiinumnsaiasderiietulussuuiedote
15a1e wardndesenunanisnsiaaeunn 3 euligusmsmaluladansauna

wazlunsdinsavasununisldeuszuuiaieteliaediiaund ligauaszuy

enUlieIeNTAUSATAUNANTIUTIUT

6.5 ulaurgnssnuanuduasUasnievedlniiaasa (Firewall Policy)

1. Uz

(%

W e IMuan1sAuANANT uAsUaendsvaslnsiead lnun1smivuna1aieg I iansay

MUANNABINTTIUNTURTRMY aunsdinsnuniunsivuadegeadiane Nl gAruaugua

1 '
o =

deududquaszuuiddnslunisidrdanisdeaivesiisieadauuleuigatuimingu teashs

AnuduAsUasnfeueInsidanussuumaluladansaumnawaziasatngneluusmm
2. wuamsufunlunisarvauanusivaslasndevadiviead

Alduszuuinunanudasndievesiniieadvesuieniiniiuaranusuiinveundesu iRl

2.1 gudansaumaiviilunsuimsdanis mafiess uagimuprvedli$adimunveISN

22 matwussEssuiuguemnaietisasdesdumsufiasiaun

23 ydumadeusedumesidnuazuinmsdumesidniilioygeauulouns axdesgnudion
(Block) lnglvisiead

20 flinudumesidnazdosinisigaifususnu (Authentication) luadsusnuesnisldey

e sarld (User account) wagsvianiu (User password) fildsuanngudansaume
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2.6

2.7

2.8

29

2.10

2.11

2.12

2.13

2.14

Arn1sia sunlasimualulisaoad 1wy Amasaidmed msmmuaAildusnng wax
nadonsiafiounm azdesiimstuiinnsBeuuamnads
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